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Introduction

Since the 2016 Cambridge
Analytica Scandal, users are becoming
more aware that their online interactions
have consequences beyond what they
originally thought. Earlier, the
consequences that users focused on
were primarily their image to the
community and potential employers.
Now, consequences can shape or
influence users’ free thinking. Social
media sites seem to be black boxes
where very few people completely
understand the extent of how much data
is collected and harvested about a user.
Twitter is generally considered to be the
most transparent about the information
that it collects since it is the most
researcher-friendly.

However, even with Twitter,
users are not aware of just how much
information it collects about the user,
apart from the voluntary information
given by the user in tweets and
interactions with the page. This paper
hopes to analyze the extent to which
Twitter collects data about a person
beyond their voluntary information. We
consider voluntary information to be
what the user has tweeted, liked,
retweeted, or any other actions on the
page along with the information they
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have chosen to provide to Twitter such
as their name, birthdate, etc.

Related Work

Existing research related to
Twitter often involves mining and
analyzing large scale twitter datasets for
a variety of purposes, and less often
deals with observational case studies.
There are a few studies however that
address issues with wusing publicly
available data on Twitter, specifically for
research studies. Van Dijck (2013)
explains that many social media
companies use the algorithm to predict
personal characteristics and viewpoints
that are not explicitly volunteered to
Twitter. The data being used in these
algorithms is not all ‘naturally occuring’,
and curated by Al agents and often
tweaked by Twitter to improve customer
experience (Williams).

Many researchers have tackled
the issue of creating interest profiles of
users based on tweets, location data,
and other external sources. Wagner et
al. 2012 utilized many aspects of
user-related information (tweets, bio,
retweets, lists) and found that lists and
bio content could best model topical
interests of a user. Early works from
(Chen et al. 2010) and (Weng et al.
2010) tend to rely more heavily on
statistical learning from text tweets, but



suffer from the fact that tweets in
general can be short and lack
grammatical structure. We believe our
study could be relevant in identifying the
extent to which user profiling methods
Twitter uses affect the user experience,
specifically across different browsers.

With many questions on ethical
use of twitter data and the complexity of
how Twitter and other researchers use
our public tweets and personal data, we
are motivated to uncover some details
on how users data is curated and
ultimately used, particularly in the
context of advertising.

Methods

On October 24, 2019, our group
of 3 people created 2 email accounts
each in order to create 6 Twitter
accounts. We had 3 researchers each
create 2 accounts, one on Firefox and
one on Incognito. Researcher 1 created
the accounts @DaBaby08208134 on
Firefox and @JimboBob62071018 on
Chrome Incognito. Researcher 2
created the accounts @Carlsomething
on Firefox and @something_carl on
Chrome Incognito. Researcher 3
created the accounts @Som93656881
on Firefox, and @Som27916456 on
Chrome Incognito. These @ tags were
automatically generated from Twitter
after providing our handles:
Carlsomething55 (twice), Da Baby,
Jimbo Bob, and Som (twice).

When each account was created
we decided to act on a persona. We
agreed the account would emulate a
University of Michigan college student
who is politically and physically active.
There was an emphasis on politics and
fitness while tweeting, following, and

liking during our interactions on the
accounts.

We also created all accounts
completely identical. This means that we
created the accounts at the same time
and location. During the account
creation process we followed the same
follower suggestions, and added the
same interests. Once the account was
created, we posted at the same time,
inputting the exact same information
(except for our usernames), and
maintaining the same interactivity with
the account. Throughout the process,
we did our best to minimize extraneous
clicks or searches, and did not use the
account for anything other than this
experiment.

To maintain strict consistency, we
created a Google doc with our tweets for
each day, which was used as a platform
to copy and paste each tweet and
ensure  quality control of the
capitalization, spacing, and special
characters of each tweet between
researchers. We proceeded in this
identical fashion for the entirety of the
research period.

Results

Considering all six of our
accounts had a 100 percent similarity on
ad preferences and interests at the start
of the experiment, the results contrasted
the null hypothesis that the accounts
would remain 100 percent similar by
maintaining the interactions. Once the
interaction phase was over, we started
our data retrieval phase, in which we
observed the visual layout of each
account, from tweet order, tweets at the
top of our feed, our ad locations on the
page, the advertisements shown, ‘who



to follow’ suggestions, and interest data
that we pulled from the accounts.

During the interaction phase,
each of us took daily observations on
what tweets we were seeing, ad
locations, and follow the suggestions.
When we first opened our accounts, we
observed that the ‘who to follow’
suggestions were mostly similar. They
were mostly influenced by our locations
(Michigan sports writers, UM affiliated
accounts) and likely by what accounts
people near us followed. We were able
to track this geo-location based
recommendation throughout our
experiment, as we noticed starker
difference in recommendation when one
of our researchers logged on from a
different region of the country.

Around the fourth day we started
to notice some differences in the
algorithms of eachesearcher’s individual
accounts (Incognito vs Firefox). We also
noticed even bigger differences on the
accounts between different researchers,
but the difference was mostly the order
of the content feed, not the actual
content itself.

Near the end of our study we
noticed that the similarities between our
individual accounts (Incognito vs
Firefox) were high, however, the
similarites when  comparing  our
individual accounts across researchers
had a greater difference. In order to
quantify similarity between accounts for
observation, we decided to pull out ad
interests that Twitter had made for us.

When our observation phase was
over we started by comparing the
interests from our individual incognito

and firefox accounts. To quantify
similarity, we used the following metric:

Similarity correlation =

# of similar interests / (# similar interests
+ # different interests)

Each calculation was done pairwise,
comparing two lists of interests two each
other.

Researcher 1 who used the tags
@DaBaby08208134 on Firefox and
@JimboB062071018 had a similarity
correlation of interests at a value of
.707. Researcher 2 who used the tags
@Carlsomething on  Firefox and
@something_carl on incognito had a
similarity correlation of interests at a
value of .605. Researcher 3 who used
the tags @@Som93656881 on Firefox
and @Som27916456 on incognito had a
similarity correlation of interests at a
value of .658.

Once we got these results, we
decided to compare the interest
similarity between accounts sharing the
same browser, Firefox and incognito, to
see if they had any closer correlation.
Firefox had a similarity correlation of
interests at a value of .395 between the
three accounts, while Incognito had a
similarity correlation of interests at a
value of .363. These values were fairly
comparable all things considered.

After this, we performed a
comparison between all accounts,
determining an  overall  similarity
correlation. The overall similarity
correlation between all six accounts
came out to a value of .261. This value



is much lower than the 100 percent
correlation we started with only 10 days
earlier.

On top of the differences in our
interest data we also observed that the
overall layout of both accounts from a
single researcher seemed to be very
similar. For example, researcher 2 had
almost identical layouts when it came to
the tweet order, ads shown, and “who to
follow” suggestions between Firefox and
Chrome Incognito. However, this
phenomenon was not observed
between 2 accounts of different
researchers. When compared to another
researcher, the accounts had different
tweet orders, ads shown, and “who to
follow” suggestions.

We did, after day 10, notice a few
anomalies in our interest data. For
example, researcher 2 had an interest in
video games on his incognito account,
that was not shared with any other
account. We note that this could have
been caused by the researcher’s
interest in video games showcased on
other browsers or real accounts. There
were quite a few times where our
researchers were pegged with interests
that they themselves have a proclivity
towards, but other researchers did not.
This seems to suggest that data was
pulled from sources other than our
individual accounts and account activity.

Conclusion

After the results of the research,
we realized that a portion of our data is
tracked and determined based on the
geolocation in which we log in to the
platform. When we started, we all
logged in at the same time and place.

However, throughout the experiment,
we logged in at the same time but
different locations. If we were to
replicate this experiment again, it would
be suggested that each account should
log on at not only the same time, but
should also log on in the same location
with the other accounts. This would
allow for less variation in the possible
data that the platform is taking in.

On top of this, the differences in
browsers were large themselves. It
would be advised, if attempted again, to
make 6 accounts all using the same
browser, to better determine where
interest data could be pulled from. Since
each data had a unique interests pulled,
such as Firefox giving each of its 3
accounts Travel, while, incognito gave
accounts Travel: New England, Travel:
Boston, and Travel: North America. This
specificity was not observed while using
the Firefox browser.

It could also be beneficial to
utilize a web browser such as Tor, which
would allow anonymity of ones IP
address to further prevent data leaks to
each perspective account. Since social
media platforms have access to ones IP
address, the browser hardly matters if
that same computer is used to access
another social media account. As it
seems, Twitter did not treat each
account on the same device as the
same, but it did tend to share more
correlation between a single researches
two accounts, than between any two
researchers. This leads us to believe
that Twitter is possibly pulling data from
our individual devices rather than solely
the interactions with the accounts.

It is also worth mentioning, that
researcher 3 had an overall different



Twitter layout. After some research we
believe that she was potentially part of a
beta test for one of her accounts. We
have no definitive evidence that this was
the case, so it is hard to determine how
this might have skewed our overall
results.

The last thing of note would be in
the interest data. Each account had
many different interests, but some
accounts had duplicates of each
interest. For example, each account had
travel as an interest, but some accounts
ended with travel in their interest page
twice, and on rare occasions a third
duplicate of an interest would occur.
There was no concrete evidence we
could find to explain this phenomenon,
so it would be wise in future attempts to
recreate this experiment to understand
this phenomenon at a deeper level to
better understand how to process the
data.

Taking all of this into account, our
evidence suggests that there is a

correlation between an individual user’'s
actual interests and their account
interests and ad preferences, even
when one tries to be someone else. We
also observe a smaller correlation
between users and their interactions
with the accounts as it pertains to
interests and ad preferences. The
accounts seem to also pull information
about the user from a 3rd party source
or sources such as ones |IP address,
search history, and/or browser.

The platform would appear to use
both of these systems as avenues for
data collection to better understand its
users. Then using its multiple sources of
data it creates a more accurate user
profile that better represents the actual
users, even if the user attempts to fool
the platform. This evidence shows a
strong correlation that the platform is
using more than just voluntary
information. The next question we would
have is, where else is Twitter getting our
data from?



Appendix
Twitter Activity Schedule

On 10/28 we followed Sam Webb, Barack Obama, and AOC. At 4:52pm we tweeted:

“Great workout, now time to watch the debate! #firsttweet”.

On 10/29 we followed Ariana Grande and tweeted: “Gotta study for that exam on

Thursday! #thegrindisreal” at 9:16pm.

On 11/1 we logged on and tweeted #Betosmyboy at 4:09pm. This was a way to start
introducing our political stances. We retweeted Ariana Grande’s tweet: “love y’all sm.
excited for next leg. thank you for everything.” with the comment “queen”. Throughout
the process, due to this being an observational study, for ethical purposes, we did not
interact with others by commenting on other posts. Rather, we allowed others to interact
with us, by commenting only on our own retweets or posts. On this day we also followed
MLive and realDonaldTrump. Finally, we liked Obama’s tweet: “Today’s the first day of

open enrollment on http://HealthCare.gov, and high-quality coverage might be more

affordable than you think. Nearly 9 in 10 http://HealthCare.gov customers qualify for

financial help—so if you or someone you know needs insurance, #GetCovered today.”

On 11/4 at 4:15 we tweeted: “Went to #orangetheory the other day. Never sweated so

hard in my life. #soretomorrow” . We also replied to our own tweet of #Betosmyboy with

“#nevermind”. We followed Pure Michigan and Detroit Free Press. We also liked an

MLive post: “PFAS levels in Ann Arbor drinking water tick up again”.


https://twitter.com/hashtag/firsttweet?src=hashtag_click
https://twitter.com/hashtag/firsttweet?src=hashtag_click
https://twitter.com/hashtag/thegrindisreal?src=hashtag_click
https://twitter.com/hashtag/thegrindisreal?src=hashtag_click
https://t.co/ob1Ynoesod?amp=1
https://t.co/ob1Ynoesod?amp=1
https://t.co/ob1Ynoesod?amp=1
https://t.co/ob1Ynoesod?amp=1
https://twitter.com/hashtag/GetCovered?src=hashtag_click
https://twitter.com/hashtag/GetCovered?src=hashtag_click
https://twitter.com/hashtag/orangetheory?src=hashtag_click
https://twitter.com/hashtag/orangetheory?src=hashtag_click
https://twitter.com/hashtag/soretomorrow?src=hashtag_click
https://twitter.com/hashtag/soretomorrow?src=hashtag_click

On 11/5 we decided to get more political and more radical with our activity. At 3:30pm
we tweeted “| don’t understand why there’s a political divide for human rights” and

followed 8Chan.

On 11/6, we tweeted at 10:00pm: “Somedays | think to myself- what would the world be
like without water? #showerthoughts”. We then liked Obama’s tweet: “Proud of all the
Americans who showed up to vote yesterday, electing a set of hopeful, forward-thinking
leaders primed to protect Medicaid, draw fair voting maps, and reduce gun violence. A
great night for our country—one that'll leave a lasting legacy.” Finally, we retweeted a

realDonaldTrump post of a live feed of the rally.

On 11/7, we tweeted at 3:20pm: “ldea: @AOC and @realDonaldTrump Debate!”. We
also followed Showerthoughts. Finally, we retweeted Elizabeth Warren'’s tweet: “Some
billionaires seem confused about how much they would pay under my

#TwoCentWealthTax. Don’t worry, we've got a calculator for that, too. The bottom line: If

you made it big, you should chip in to make sure everyone else also has a chance to

succeed:” with the comment: “#elizabethwarrenhasaplanfor #StopTheCoup”.

On 11/8 we tweeted at 6:15pm: “ Why do | feel scared or unsafe when | enter an area
where people have American flags put up? #political #pocviews” and “AMerican tea
tastes like a white person mixed 2 drops of essential oils in water #thatsthetea #sip
#therealtea. Finally, we retweeted a Pure Michigan Tweet: Snow on the ground doesn't

mean you have to slow down with seasonal fun. Dog Sledding in the #UpperPeninsula

is a sure-fire way to have fun, no matter the temps!”


https://twitter.com/hashtag/TwoCentWealthTax?src=hashtag_click
https://twitter.com/hashtag/TwoCentWealthTax?src=hashtag_click
https://twitter.com/hashtag/UpperPeninsula?src=hashtag_click
https://twitter.com/hashtag/UpperPeninsula?src=hashtag_click

Our last day on 11/10 we went through our final pages, collected our screenshots, and

analyzed our ad interests.
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= @cindymccain -
IzacthdMa.ddow MSNBC & (_Follow ) Widow of Senator John McCain, Blue Star Mother, Business Owner,
@maddow Humanitarian and a grandmother!
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10/28-

first login after creating the account. THe Twitter on the incognito mode is asking to
verify that | am not a robot.

We need to set up our profile more- username, bio, followers, one tweet.
We decided that the bio should be the exact same.

We followed Sam Webb, Barack Obama, and AOC

We noticed that there are different interfaces per laptop per browser which limit certain
aspects. For example, | cannot see my feed on Mozzilla until | fill out my profile

On incognito mode, | am able to see my feed.



Note- we have not given our location yet. Now that we have followed the three people,
my suggestions for more followers on incognito are mgoblog, John U. Bacon, and Brice

Marich.

On firefox, my suggestions are Steve Lorenz, Bernie Sanders, and The Michigan

Insider.

After deliberation, we decided to keep our given usernames.

Changed bio to 'Go Blue!'

We downloaded our twitter data thinking that we could do this before and after.
However, once we requested the data, a note popped up on the screen stating that we
could not request data for another 30 days.

Ouir first tweet was posted at 4:52pm

< Who to follow

ﬁ‘ Sam Webb & Follow )
-~ @SamWebb77
L

Host of the Michigan Insider on WTKA, Publisher of 247Sports.com's
TheMichiganlnsider, former recruiting columnist for the Detroit News

Barstool Blue &
@BarstoolUofM

Direct affiliate of @BarstoolSports | Not affiliated with @umich | IG:
@barstooluofm

| am a real human being. This is my U-M/joke-telling account. Less childish
stuff at @ScottBellDMN, which is an account also run by me -- the same
human being.

= Barack Obama & Follow )

a @BarackObama

Dad, husband, President, citizen.

Nick Baumgardner & Follow )
@nickbaumgardner

Senior writer/columnist for @TheAthleticDET. Michigan, MSU, Lions, other

Follow )

® % Scott Bell Follow )
k.5 @sbell021

Q  search Twitter

Trends for you ©

Trending in United States
Minecraft 2
3,341 Tweets

#AmexGreen &
Meet Green from Amex.

B Promoted by American Express

Trending in United States
Nate Silver
16.7K Tweets

Trending in United States
AirPods Pro
Trending with: AirPod Pro, AirPod Pros

Technology
Apple announces AirPods Pro
with noise cancellation
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9,826 Tweet
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28.7K Tweets . L . ) ( 2 info Brand Blog
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se Viarketing
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82.6K Tweets is an account also run by me -- the same human
being.
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2 : | Follow ) &
Dad, husband, President, citizen. 8 /
Nick Baumgardner & @nickbaumgardner (' N o
Qaninr writarirnlimanict far @Tha AthlaticNET \ Follow )2

10/29- 9:16pm

Logged on. Incognito mode. My tweet from yesterday has it's first like! From someone
named Chris Engelo @angelodangerous

| am confused since | did not see a notification for it. | only saw the like when visiting my
profile to look at my tweet

Tweeted the second tweet at 9:23pm.

On incognito, my follower suggestions are @AdellCenter (promoted), Ariana Grande,
and Rihanna.

My firefox follower suggestions have remained the similar with John U. Bacon
@dJohnubacon, angelique @chengelis, and mgoblog @mgoblog

We followed Ariana Grande

Notes:On my feed for both accounts, the first post | saw was a post by Christopher
Flavelle that AOC retweeted about rising sea levels

Still, all my follower recommendations on both accounts remain very Ann Arbor
oriented, or pop culture oriented
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11/1- 4:00pm

Logged on. Checked to boost my ego about the like that | saw last time and it was gone!
The guy who liked it must have taken it back?

After the observation, | will have to take a look and see if his account still exists.



On Firefox, got an Apple TV promoted ad.
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Tweeted a hashtag #Betosmyboy to both accounts at 4:09pm

Retweeting Ariana Grande's tweet with 'queen’

Followed Mlive and Donald Trump

Liked a Barack Obama Tweet

Firefox is staying consistent with following recommendations. However, my incognito
account is changing. | now have more financial and news source recs

Posts seem to remain fairly chronological on both accounts.

L
1]

W 3 8 O #

Firefox

Home <
. Som @Som93656881 - 7m v
& "
° Ariana Grande £ @ArianaGrande - 1h
love y'all sm. excited for next leg. thank you for everything.
9] 0 Q (U I
. Som @Som93656881 - 23m v
#Betosmyboy
- o 0 Q & Il
Who to follow v
Nick Baumgardner & Follow

@nickbaumgardner

Senior writer/columnist for @TheAthleticDET. Michigan, MSU, Lions, other
stuff. Offensive line enthusiast. Still fool enough to almost be it.

Josh Newkirk & {7
@JoshNewkirk7 .

Michigan football/recruitng reporter for CBS/247. M.A. from Columbia
College Chicago. I'll b.s. with anyone. #Sportslife

Q  search Twitter
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#TerminatorDarkFate*®
Now Playing in Theaters. Get Tickets
Promoted by Terminator: Dark Fate
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Trending in United States
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Show more
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#TerminatorDarkFate®® Tracy Walker ruled out by Lions; Graham Glasgow, A'Shawn Robinson, Tra Carson

questionable

Now Playing in Theaters. Get Tickets )

Promoted by Terminator: Dark Fate N Find people you know
Import your contacts from Gmail

#ShaneDawsonXJeffreeStar

Christmas Connect other address books

#ShanexJeffree &

Overwatch 2

© 2019 Twitter About Help Center Terms

Incognito
11/4- 4:00pm

Logged on. My feed both had a tweet from Donald Trump at the top, but two different
tweets. on Firefox, it said '95% approval rating in the republican party. Thank you!" and
for incognito it said 'Read the transcript!'

Tweeted at 4:15

Replied to previous tweet

Followed Pure Michigan

Followed Detroit Free Press

Liked MLive: PFAS levels in Ann Arbor drinking water tick up again

Observations: | got an ad from John Legere on the incognito account about TMobile
Starting to get a difference in algorithms as shown in screenshot

If | were to choose one algorithm that is more appealing to me, it would be on firefox

There are a lot more pop culture tweets, and AOC tweets with news from Mlive that |
find more relevant.

| have also been getting more Adobe ads on my Firefox
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threats at Detroit high school
On Oct. 31, another picture of Guy Fawkes was being circulate...

s w

No concussion for Detroit Lions rookie T.J. Hockenson from Raiders ...
Matt Patricia explains what Oday Aboushi's role was on the Detroit Lions'

Qo angoook

final incomplete pass against the Raiders & mlive.com
o) 1 Q &
Q1 0 O 4 =
Who to follow ¥

11/5- 3:30

Logged on. Starting to see more of a difference in algorithms. As soon as | complained
that the algorithms were different, they updated to exactly the same.

Getting ads for Queen and Slim on Incognito, and fifth third bank ads on firefox
Followed 8Chan on Twitter
pop culture follower recommendations for firefox: justin bieber, iamcardib, and halsey

political follower recommendations for incognito: OS technical, Halsey, Nancy Pelosi
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C @ twitter.com incognito @) & c @ © & nttps//twitter.com/ho e g » | @ =
~
7 DCECU | Home Somya Bhagwagar... @@ Inbox (37) - bhagws.
Home b
[+ ] 2 B L 4 search 1 Q
v Q . Som @Som93656881 - 2m ~
P lon't understand why there's a political divide for human rights
| don't understand why there’ litical divide for hi ht;
@ What's happening? [ Q [ Q i) I
4 Vhat's happe a8 Q & I
Som @Som27916456 - 2m o MLive & @MLive - 3m . . ¥
. I don't understand why there's a political divide for human rights Q H&M to open Downtown Detroit location this month
@] 1l Q 1l S
The New York Times @ @nytimes - Jul 18 v
Here are the best films of 2019 (so far), chosen by New York Times critics m
[ ]
-
H&M to open Downtown Detroit location this month

It will be on Woodward Avenue.

° & mlive.com
% g Q 1

Tho Ract Eilme af 9040 /€A Earl AT Nanald | Trimn 8 GrsalNanaldTrimn . Gm v

>

11/6- 10pm

Logged on. Incognito has more popculture content: ariana Grande shows up second
wheras on firefox, Soledad O'brien's posts come. Both Sam Webb and AOC follow her,
but | am not

Next on incognito is more ariana grande, whereas on firefox it's Ana Navarro Cardenas
who Sam Webb follows.

Follower recommendations are the same- Detroit Tigers, Fox 2 Detroit, and Grand
Rapids Press

Retweeted a post by trump of a live feed of the rally
liked a post by Obama saying he was proud of all americans who voted

Even after refreshing, | am getting Elizabeth Warren advertisements in incognito. | am
definitely getting politically targeted in incognito

| am getting more ads scrolling through incognito for Aspiration,DuckDuckGo, and John
Legere.

On firefox, | am getting ads for Far and Wide, Elizabeth Warren, and PlayersCoalition,
and 22Words




o ¥ 0 © v w0 (@) Y - o 0 S &
Q Q V) & “ AmeriBev § @AmeriBev v
John Legere @ @JohnLeqere = Q === At America's beverage companies, our plastic bottles are made to
g 9 ¥ 9 5 be remade. We're designing them to be 100% recyclable, including
y What do you mean you've never heard of me?! I'm the CEO of T-Mobile who the caps. And we want Every Bottle Back, so that every bottle can
loves to give away free stuff..yeah that's right . F F F Q become a new one and not end up in oceans, rivers and beaches.
John Legere®
Promoted X Dismiss B T (e " ;(!-_geg:g .
e el ay rPepper
Detroit Free Press & @freep - 15m v
@ Milwaukee man charged with hate crime in acid attack of Hispanic man m ARE cARt. L I]ESIGNING
g OURPLASTICE. 'iSTOBE @
00% RECYL. M —*
: 100% RECYL. \E
-
America's beverage companies are working to get Every Bottle
Back.
° & www.innovationnaturally.org
Q 85 0 90 (VEEYY O

11/7- 3:15pm
Logged on. Firefox is recommending me to follow GOP, Jeanne Piro, and Nancy Pelosi

Incognito is recommending me to follow Amazon Prime, Ronna McDaniel, and Detroit
Tigers

Tweeted at 3:20
Followed Showerthoughts

Getting ads for lunchables on incognito account as well as Maxwell house. | am noticing
more ads on Incognito than Firefox.

| am getting ads for Elizabeth Warren, FAIR, and The Penny Hoarder on Firefox

11/8- 6:00pm

On incognito, the top tweet is my own from yesterday-- even after refreshing the page a
couple times to make sure there was no glitch.

The second tweet is a promoted ad by Elizabeth Warren flying a guest to meet the
democratic presidential primary debate in Atlanta

My first tweet on Firefox is from Dan Rather who AOC follows which says 'Apparently
the Trump family took the phrase 'charity begins at home' literally"

The second tweet is the same promoted ad



tweeted at 6:15

17

According to notifications, on incognito Charlotte Scott followed me

Retweeted a Pure Michigan tweet.

MLive tends to spam both my twitters which gets annoying because | do not care about
many of the headlines

Firefox is more catered to me based on ads. There are more animals, more

environmental impact type issues, and less sports

incognito seems to be all sports based news and dry political ads

o 7 L o
Tweets Following Followers
11 11 1

Who to follow - iefresh - view al

=M Amazon Prime Video US..

video NV
~ Follow
Promoted

Kamala Harris @ @Kama

Follow )

Bernie Sanders @ @Sensa

@ ( Folow

Find people you know

v

s

Search1Q) z \ cet )
> s T

Som @Som27916456 - Nov 7

elizabethwarrenhasaplanfor #StopThe
Elizabeth Warren @ @ewarren
Some billionaires seem confused abc

#TwoCentWealthTax. Don't worry, we

The bottom line: If you made it big, y

Q u Q

Elizabeth Warren & @ewarren - Nov
= 1% We're flying one lucky winner and a gu
presidential primary debate in Atlanta.
bring a friend along too! Sign up here

11/10

Final statistics:

Incognito had 13 tweets, 11 following, 1 followers

Who

Som @Som93656881 - 30s !
Why do | feel scared or unsafe when | enter an area where people
have American flags put up? #political #pocviews

Q Q Q & il

to follow 4

Gov. Mike Huckabee &
@GovMikeHuckabee
Host of "Huckabee" on TBN Sat/Sun 9pm et,Fox News contributor,
author, Fmr AR Gov, Bass Guitarist, grandfather to 6 cutest kids in
world!

Follow

Alexandria Ocasio-Cortez follows

The New York Times &
@nytimes

Follow

News tips? Share them here: nyti.ms/2FVHq9v “The Weekly" is our
new TV series. Episodes air Sundays at 10 p.m. on FX and on Hulu
the next day.

Kellyanne Conway &
@KellyannePolls

Follow

Mom. Patriot. Catholic. Counselor. Survivor.

6:18 PM —

Firefox had 13 tweets, 11 following, O followers, 1 favorite

Incognito has 115 interests from twitter

0 interests from partners

0 audiences from 0 advertisers



firefox has 113 interests from Twitter
0 inferred interests from partners

1 audience from 1 advertiser
Steven Dobrovich Notes:

10/24/19 2:00pm

1. Created 2 new emails to create twitter accounts
2. Created 2 new twitter accounts
a. 1 with a yahoo email using incognito
i. Username: Carlsomething55@yahoo.com
b. 1 with a gmail email using firefox
i. Username: Carlsomething55@gmail.com
3. Ad preferences and display are exact copies of each account.

10/28/19 4:15pm
1. Started our 10 day trial
a. All 6 of our accounts followed Barrack Obama, Sam Webb, and
Alexandria Ocasio Cortez.
b. Both of my accounts maintain the same exact preferences and
suggestions.
c. Changed the Bio to “Go Blue!”
d. Downloaded our Twitter Data from day 1, before the first tweet.
e. Sent our first tweet
i. Great workout, now time to watch the debate! #firsttweet
i. Sentat4:53pm

y < Who to follow

#  Explore
L) Notifications
& Messages

[ Bookmarks
B st

& Profile

@ More

18


mailto:Carlsomething55@gmail.com

10/29/19 9:30pm
1. Send out our 2nd tweet:
a. Accounts maintain similarity, both have same ad locations and same
follow preferences and trending hash tags.

11/1/2019 —- pm
1. Sent out our 3rd tweet
a. Each account performed 2 likes
b. Followed ARIANNA Grande and Donald Trump
2. Accounts maintain similarity, both have same ad locations and same follow
preferences and trending hash tags.

A n o ¢ =

@O QO 0 o ¢

O«

11/4/2019 4:15pm
1. Sent our 4th and 5th tweet out
a. Followed pure michigan
b. And Detroit free press
2. My incognito and my firefox have similar content as each other just different
layouts. Ads are in the same locations, each ad is from the same provider
although maybe different ads, (ex. Both ads are apple TV but for two different
shows.)
3. My follow preferences are also the same as each other.

19



(1) Home / Twitter

Cc & © & nttps//twitter.com/home w n 0 ¢ =

PN

C @ twittercom/home

fairly. That's good policy—and good for our politics.

, Home > L 4 Home %
Alexandria Ocasio-Cortez @ @AOC - Nov 3 v Donald J. Trump @ @ p - Nov v
a Quick Daylight Savings tip: if you worked a late shift last night when the L | You can't Impeach s 't done anything wrong!
clocks rolled back & had to work an extra hour, make sure you check your Q 669K v ) i
Q paystub this week and get paid for it! Q
Alexandria Ocasio-Cortez & g
° Computers sometimes miss it. Make sure you get paid - don't let your labor [V? e Quick ht Savings tip: a late shift last night when the
get stolen! clocks & had to Hur, make sure yo eck your
ey - N P R paystub this week and get paid for it!
Q 37k 343K QO 176.8K & =
= Computers sometimes miss it. Make sure you get paid - don't let your labor
Ariana Grande € @ArianaGrande - 18h v get stolen
u will neeeeeeeever understand just how much. just sayin. m D 3 T 343K O 1768K &
l:l Q 56K T 14K O 1084K §
B e Ariana Grande & jrande - 18h
u will neeeeseseve
= Donald J. Trump & @realDonaldTrump - Nov 1 v %
You can't Impeach someone who hasn't done anything wrong! s & 56K 0 K '
® Q 66.9K T 522K QO 285K T 2 Alexandria Ocasio-Cortez
- @ Jon Favreau @
& Barack Obama & @BarackObama - Nov 2 ~ This entire impeac process is just gonna be all of us knocking down
a Proud to endorse an outstanding group of Virginia Democrats in Tuesday's the most uments from Trump supporters every minute
election—candidates who'll not only advance the causes of equality, justice, of every day, isn't it?
° and decency, but help ensure that the next decade of voting maps are drawn Q 25K t1 7.5 614K

Who to follow

PRESIDENT OBAMA'S VIRGINIA 2019 ENDORSEMENTS " e

Follow

2016 Democratic Nominee, SecState, Senator, hair icon. Mom, Wife,

STATE SENATE HOUSE OF DELEGATES Grandma x3, lawyer, advocate, fan of walks in the woods & standing up for

Del. Cheryl Turpin (SD-7) Del. Kelly Convirs-Fowler (HD-21) our democracy.

Missy Cotter Smasal (SD-8) Larry Barnett (HD-27)

Ghazala Hashmi (SD-10) Josh Cole (HD-28) @ Kamala Harris & Follow

Amanda Pohl (SD-11) Dan Helmer (HD-40) @KamalaHarris

Del. Debra Rodman (SD-12) Del. Hala Ayala (HD-51) i US. Senator and candidate for president. Wife, Momala, Auntie. Fighting for

11/5/2019 3:40pm
4. Sent our 6th tweet: | don't understand why there’s a political divide for human
rights
a. Each of my ads and follow requests are identical between my incognito
accounts and firefox accounts
Arianna grande is my top tweet on both accounts
c. 5 of our six accounts all have the same top post, only yashmeets one is
different
5. Suggested to follow:
a. Epoch Times
b. John Solomons
c. CNN

11/6/2019
1. Sent out our 7th tweet:

a. Each of my accounts maintain similarity today, surprisingly they are almost
identical. Each post is in the same order, and each add placement is in the
same place, however, the ads do differ slightly (Typically same company
different ads)



X

W Home / Twitter

2 C @

© & nttpsy//twitter.com/home w n o ¢

, Home bis

[=

T 14K Q 603K

QO asK

Alexandria Ocasio-Cortez @ @AOC - 9h v
Yall, the billionaires are asking for a safe space - you know, in addition to the
entire US economy and political lobbying industry.

m o g P O o

@ Bloomberg & @business - Nov 5

JPMorgan CEO Jamie Dimon tells CNBC that Elizabeth Warren “uses some
pretty harsh words" that "some would say vilifies successful people”
bloom.bg/2ChlBov

(1]

Q 27k 1 15K

e 2 Barack Obama follows
e, Jim Acosta @ @Acosta - 3h v
Nice work kid!

QO 836K

@ richard Madan @ @RichardMadan - 3h
The kid doing “the worm” behind @Acosta is the best thing I've seen today

11/7/2019

¢« > cC

@ twitter.com/|

21

Incoanito @)

L 4 Home <+

L]
ONE-ON-ONI

Alexandria Ocasio-Cortez @ @AOC - Sh v
Vall, the billionaires are asking for a safe space - you know, in addition to the
entire US economy and political lobbying industry.

@ Bloomberg @ !
JPMorgan CEO Jamie Dimon tells CNBC that Elizabeth Warren “uses some
pretty harsh words" that "some would say vilifies successful people
bloom.bg/2ChiBov

Jim Acosta @ @Acosta - 3h v

@ Nice work kid!

@ Richard Madan @ @richardiadan - 3h

The kid doing "the worm” behind @Acosta is the best thing I've seen today

2. 3:20pm Sent out our 8th tweet: Idea: @AlexandriaOcasioCortez and @
DonaldTrump Debate!

a. Each of my accounts maintain similarity. Same feed posts, same
advertisement locations, and same ad companies, but different products.
b. Followed @shower_logic
c. Followed and retweeted an Elizabeth Warren tweet

W Home / Twitter

cC @ © & hitps//witter.com/home . @ 1 n o &
Home e
MLive @ @MLive - Tm -

Nine Jackson-area volleyball teams still in the hunt for district titles

m o 8 o O o €

: Nine Jackson-area volleyball teams still in the hunt for district titles
Here's the | ipdate on district volleyball action from the Jackson 2
@ & mlive.c

(9] T Q 0

o ' ED MLive @ @MLive - 2m v

15-year-old in stolen car leads police on high-speed chase through Ypsilanti

b A )

r

@

m D Q8 O O o €I

®
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@& twitter.com,

incognito € ¢

Home g

MLive @ @MLive - 495 v
Nine Jackson-area volleyball teams still in the hunt for district tities

still in the hunt for district titles

volleyball a

Q 0 Q )

MLive & @Miive - 2m v
15-year-old in stolen car leads police on high-speed chase through Ypsilanti




11/8/2019
1. 6:10pm sending out our 9th and last tweet:

d. My post order is registering completely different from previous days. My
tweets, follow preferences and ads are all different from each other.

e. | have an ad for Apple TV on my Fire fox, and an ad for 22 amazon
products on my Incognito

f. This is the first day my accounts start to differ.

v N @O ¢

! Home
.° Donald J. Trump & @realDonaldTrump - 5h ~
1 will be announcing the winners of the #MAGACHALLENGE and inviting
them to the @WhiteHouse to meet with me and perform. Good luck!
Bryson Gray @suriusVsVodka - sep 14
[e? MAGA BOY. #MAGACHALLENGE | want y'all to your own rap to it too
then tag me! Lets make liberals cry! &
E Show this thread
E] something went wrong.
[
- O Try again
Q 139K 1 165K Q 579K &
- 22 Words @ @22Words ~

= 1 write about Amazon products for a living. Here's 30 Il NEVER regret buying

myself.

11/10/2019
1. Final Observation day
a. Both of my accounts have the exact same set up, same ads, same posts.

Its quite incredible

Home / Twitter

22

C @ twittercom/home Q +#  Incoonio @ i

#MAGACHALLENGE and inviting
me and perform. Good luck!

b. My firefox account ended with 114 recorded interests by twitter
i. 1 tailored audience and 1 advertiser (Som aswell)(Yash 0)
c. My incognito account ended with 128 recorded interests by twitter
i. 0 tailored audience and 0 advertiser (Som and Yash)
Moxilla firefox had more interests for all of our accounts over incognito

Som: incognito - 115
Firefox - 113

Steve: incognito - 114

Firefox - 128
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Yash: Incognito - 92
Firefox - 103
d. My Follow preferences on the final day were as such.
i. Incognito
1. Team Trump, The White House, Ronna Mcdaniel
ii. Firefox
1. The White House, Gov. Mike Huckabee
e. | had 2 notifications on each account
i.  Both the same notification from AOC

W (2) Home / Twitter

I

c @ © & hitpsy//twitter.com/home - @ o n o ¢ =

& twittercom @ % inconito @) :

Home <

Donald J. Trump & @realDonaldTrump - 2h ~
The call to the Ukrainian President was PERFECT. Read the Transcript! There
was NOTHING said that was in any way wrong. Republicans, don't be led into

the fools trap of saying it was not perfect, but is not impeachable. No, it is
much stronger than that. NOTHING WAS DONE WRONG!

Home *

Donald J. Trump @ @realDonaldTrump - 2h v
The call to the Ukrainian P ent was PERFECT. Read the Transcript! There

was NOTHING said that was in any way wrong. Republicans, don't be led into
the fools trap of saying it was not perfect, but is not impeachable. No, it is
much stronger than that. NOTHING WAS DONE WRONG!

- Q 146K 0 10K Q 391K o
© 146K 10K Q 391K &
2 G2 @G2dotcom v
2 G2 @G2dotcom v 2% What software impacts your business?
2 what software impacts your business? Review it and earn!

Review it and earn!
bit.ly/2kDInel

4 A

bitly/2kDinel

4 o

G

Earn a gift card

. for writing a review!
Earn a gift card

g2.com
for writing a review!

e(D-mzmogoo(Qf

Q

Review business software and earn!

& www.g2.com

g2.com

Qoedoonook

’

Review business software and earn! Q7 s Q 88 &
& www.g2.com Promoted
i 9 Q 88 i} Alexandria Ocasio-Cortez @ @/OC - Nov 9 v
Promoted Helalovl @
Alexandria Ocasio-Cortez @ @AOC - 1h v @ kurtis wu @kurtis wu - Nov ¢ s
o T posa | @AOC instagram stories with bernie are just ¢® | . 54

Yashmeet Gambhir Notes:

Day 1 Notes

Who to Follow recommendations are similar across both browsers, across all of us.
Barack Obama

Sam Webb

Barstool Blue

Scott Bell



Followed
Barack Obama
Sam Webb

Alexandria

Follow recommendations
Steve Lorentz
The Michigan Insider

John Henschke
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John U. Bacon &
@Johnubacon

Follow

)

A New York Times Bestselling writer, public speaker, college lecturer and
radio commentator, who only tweets when | actually have something to say.
Honest.

@ Andrew Yang @ @ Follow
<y

@AndrewYang

2020 US Presidential Candidate (D). Entrepreneur & Founder of
@venture4damerica My book: amzn.to/2HQMk83 Join the campaign here:
yang2020.com

N RedditCFB & Follow
@RedditCFB

The official account for /r/CFB, the home of college football on Reddit!

Barack Obama & Follow

@BarackObama

Dad, husband, President, citizen.

% The D Zone

Follow

@TheD_Zone

amWe
Host of the Michigan Insider on WTKA, Publisher of 's
TheMichiganlnsider, former recruiting columnist for the Detroit News

Barstool Blue &
@ oolUofM
Direct affiliate of | Not affiliated with

Juwan Howard &
@JuwanH d

David and Meredith Kaplan Men's Basketball Coach at the University of
Michigan.

John U. Bacon &

inubacon
A New York Times Bestselling writer, public speaker, college lecturer
and radio commentator, who only tweets when | actually have
something to say. Honest.




Trends for you

Trending in Unite
#LizzolsOverParty
,,90 lweets

#Frozen2 9
Ed Promc
Trending in Un

#Covfefe

WI_!Iilillll F”i \_M

John Conyers

1,431 Tweets

Boomer
Trending with: The

ebook,

"Boomer"
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Day 3

27

llhan Omar &
@IllhanMN

Mom, Refugee, Intersectional Feminist, 2017 Top Angler of the
Governor's Fishing Opener and Congresswoman for . Join me

o

Bernie Sanders &

@BernieSanders

U.S. Senator from Vermont and candidate for President of the United
States.

Michael Spath

@MichaelSpathITH —
Host of Inside The Huddle on Ann Arbor's 10am-1pm M-F
Podcasts at . Advertise with us:
michaelspath1980@gmail.com




Who to follow

/3\ Selena Gomez &

.\‘ @selenagomez

LOSE YOU TO LOVE ME out now:

Justin Bieber &

@justinbieber

Let's make the world better.

( t } Miley Ray Cyrus &

@MileyCyrus

W song & video out NOW a

28



Trends for you i

Trending in United States
SOLD OUT
136K Tweets

#TerminatorDarkFate @*
Now Playing in Theaters. Get Tickets

Promoted by Terminator: Dark Fate

Trending in United States
#ShaneDawsonXJeffreeStar

Trending with: #ShanexJeffree,
#ConspiracyPalette, #jeffreestarxshanedawson

Trending in United States
|GOTIT
265K Tweets

Trending in United States
#DaylightSavingTime




Trends for you

ending in United St

SOLD OUT

Tre in Unite

#ShaneDawsonXJeffreeStar

Shopify

24 RK Tweetc
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Who to follow v

@chengelis
Sportswriter. Detroitnews.com Cover Michigan football "Darling...I have loved
you for a thousand years I'll love you for a thousand more” Christina Perri

2, Ace Anbender
@AceAnbender
"you have some good tweets" | writer/podcaster @mgoblog, Ypsi/A2, person
with ME | he/him

Barb McQuade & m
ﬁ @BarbMcQuade -
Professor @UMichLaw, legal analyst @NBCNews and @MSNBC, former U.S.

Attorney, Eastern District of Michigan, @Tigers and @UMich sports fan, wife,
mother of four

Who to follow

kie

r ‘ jaboukieAQ

parody don’t hurt me mgmt: ogerke@3arts.com

(P Barb McQuade &
J bMcQuade

Professor , legal analyst
U.S. Attorney, Eastern District of Michigan,
fan, wife, mother of four

.’!ﬁ mgoblog
P ¥y _
5 . @ C g

| am from space. Zoltan is my emperor. header via

Day 5



©

Alexandria Ocasio-Cortez follows

Jon Favreau @ @jonfavs - 21h W

This entire impeachment process is just gonna be all of us knocking down
the most offensively stupid arguments from Trump supporters every minute
of every day, isn't it?

O 25K T3 5K QO 614K s

Alexandria Ocasio-Cortez & @AOC - Nov 3 v

NYC: Did you know you can VOTE EARLY today?

It's easy, | just did it, and I'll show you how in this thread ¥ ]

% Kamala Harris & @K

| am running for president to pass the largest middle-class tax cut in
our country's history.

Want to know how we're going to pay for it?

We're going to repeal Trump's tax bill that benefits the top 1% and the
biggest corporations in America.

Who to follow
Kamala Harris @
@KamalaHarris

@ Nancy Pelosi &
@SpeakerPelosi
Joe Biden &

€ @JoeBiden

Show more

Who to follow

‘ g:' Kamala Harris &
5]

@ Nancy Pelosi &

5.'» Joe Biden
k¢ VNG en

Follow

Follow

Follow

Hik
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Trends for you {

Trending in United States
#LizzolsOverParty
6,162 Tweets

#Frozen2 -
Get your Frozen 2 tickets now!

Promoted by Disney's Frozen 2

Trending in United States
#Covfefe
17.1K Tweets

Trending in United States
Boomer
Trending with: The Facebook, "Boomer"

Trending in Michigan
John Conyers
1,420 Tweets
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Trends for you

| in

#Covfefe

ing in

John Conyers
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Trends for you

#EpsteinCoverup

ith

Who to follow v
Grand Rapids Press (" Follow )
@GRPress ; 2

The Grand Rapids Press, giving you local and statewide News,
Business, Sports, Entertainment, Events and more

e N The Detroit News & Crotow )
B @detroitnews ¢ )
Hg) @detroitney

Detroit's best source for news and information. You can reach
The Detroit News at online(at)detroitnews(dotjcom

- no Ronaldo & ("Follow )
ano & 3

This Privacy Policy addresses the collection and use of personal
information - cristianoronaldo.com/terms

Show more

Who to follow
Grand Rapids Press

The Grand Rapid: you local and stat
Business, Sports, Entertainment, Events and more

The Detroit News &

urce for news and information. You can reach
s at online(at)detroitnews(dot)com
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£

Q 349 0 755 Q 21k

i Who to follow
2 Who to follow v m The White House &
P FOX 2 Detroit & t” Follow \/ Welcome to ! Follow for the latest from
bss @FOX2News NSk b President and his Administration. Tweets
Detroit Breaking News, Weather and more from WJBK FOX 2 mevibearctived
fox2detroit.com #FOX2Detroit -
3 FOX 2 Detroit @
1 {_Follow ) Detroit Breaking News, Weather and more from WJBK FOX 2.
WhiteHouse! Follow for the latest from
e President @realDonaldTrump and his Administration. Tweets :
3 may be archived: whitehouse.gov/privacy
SportsCenter &
) SportsCenter & ( Follow ) @E Sports(
" @SportsCenter e—— Download the ESPN App ¥
3 Download the ESPN App

Show more

[ P - -

Day 7

Home t‘(} Q  Search Twitter

® \hats happening? Trends for you &
O -

Trending in United States e
#WhatTriggersLiberals
20.9K Tweets

KB O

M D R & # 0 €

e Barack ObamaQ @BarackObama - 8h v
a Proud of all the Americans who showed up to vote yesterday, electing a set of #EveryonesChild
hopeful, forward-thinking leaders primed to protect Medicaid, draw fair voting We are in this together
maps, and reduce gun violence. A great night for our country—one that'll Promoted by PlayersCoalition
leave a lasting legacy.
O 37K 11 253K QO 2206K B Trending in United States ¥
Raven Symone
Last Christmas & @Ilastchristmas v 1,063 Tweets
Christmas comes early this year. #LastChristmasMovie in theaters Friday! Get
tickets now! & % Trending in United States i
3 Bill Gates
' 52.4K Tweets
US news

Bill Gates weighs in on wealth
. tax during The New York Time...

Day 8

Same two tweets, barack obama tweet the same and Last Christmas add

Both who to follows are 2/3 similar, not exactly. Side who to follow remains different
from in tweet recommendations. WXYZ detroit in side notifications

Mozilla became littered with sports tweets. Like more than usual, couldn't find obama
tweet that | had at the top of my feed earlier.



Trends for you

Trending in L :

#WhatTriggersLiberals

)
2

#EveryonesChild

re in this t

Raven Symone
063 T

Trending in Un

#ripbean

3,790 Twe

Trending in United
Patti Labelle

Trending with: #Flow

Day 9

Ads on Mozilla: Best Buy, new york times

Ads on incognito: Best buy, elizabeth warren

GOP follow recommendation on incognito, not on Mozilla though

Followed Shower thoughts, retweeted Elizabeth Warren
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Day 10

Both accounts got the notification from AOC liking a video from Public citizen
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